A string of recent attacks against the global public key infrastructure (PKI) has brought to light weaknesses in the certification authority (CA) system. In response, the CA/Browser Forum, a consortium of certification authorities and browser vendors, published in 2011 a set of requirements applicable to all certificates intended for use on the Web and issued after July 1st, 2012, following the successful adoption of the extended validation guidelines in 2007. We evaluate the actual level of adherence to the CA/Browser Forum guidelines over time, as well as the impact of each violation, by inspecting a large collection of certificates gathered from Web crawls. We further refine our analysis by automatically deriving profile templates that characterize the makeup of certificates per issuer. By integrating these templates with violation statistics, we are able to depict the practices of certification authorities worldwide, and thus to monitor the PKI and proactively detect major violations. Our method also provides new means of assessing the trustworthiness of SSL certificates used on the Web.
I. INTRODUCTION
For better or for worse, today's Internet is heavily reliant on its public key infrastructure to bootstrap secure communications. The current PKI, being the result of an extended standardization process, bears the marks of compromise: too few constraints on what certificates can express and too many parties wielding too much authority. These weaknesses are largely non-technical, since the X.509 certificate standard supports multiple mechanisms to constrain authority, for example on the namespace available to a given issuer. That such mechanisms are not generally used is due primarily to practical and business considerations. It therefore should not have been a surprise when such well-publicized exploits as the Flame malware [1] and the more recent misuse of a TÜRKTRUST certificate [2] targeted the PKI directly. In practice, it remains largely true that the security of the whole system is only as strong as the weakest certification authority (CA). * This author was an intern at Microsoft Research during completion of this Figure 1 depicts the trust relationships at play during Web browser certificate validation. Recall that browsers maintain a collection of trusted root certificates. This list is initialized and (usually) updated by the browser vendors. During TLS connection establishment, the target website offers an endpoint certificate referencing its domain name, as well as one or more intermediate certificates intended to allow the browser to construct a trust chain from one of its roots to the endpoint. In this context, certificate issuers are largely commercial entities, governments, or other large organizations; while Web browsers are the relying parties responsible for evaluating certificate trustworthiness. The details of which certificates should be trusted and for what purposes are considerably more intricate than this short description suggests [3] , [4] . However, it remains largely true that any CA can issue certificates for anyone. This state of affairs amplifies the severity of problems that may arise.
Various attempts to augment or improve the Web PKI have followed. Google's certificate pinning and certificate transparency programs [5] , [6] , Convergence [7] , and Perspectives [8] all introduce new mechanisms or services to better establish the trustworthiness of certificates. DANE [9] proposes to complement (or even replace) the trust anchor of the PKI with that of DNSSEC [10] . Needless to say, adopting any of these solutions requires substantial change to the relying parties responsible for certificate checking. been undertaken by the certificate issuers and browser vendors themselves in the guise of the CA/Browser Forum. This forum has offered new, stricter guidelines on the issuance of certificates and the auditing process for CAs, building on existing mechanisms rather than replacing them. To a large extent, the success of this effort depends on compliance, since there isn't any client-side enforcement component specified as of yet, even though some browsers have recently taken steps in this direction.
Over two years have passed since the initial guidelines were adopted. Are they gaining acceptance? This paper offers an in-depth analysis of a large-scale collection of certificates as it evolves over time. In short, the answer to the question above is 'yes', there has been a significant degree of adoption. However, compliance is far from uniform and many violations persist. For example, there has been an order of magnitude improvement in the percentage of endpoint certificates that are furnished with identifiable policy statements by their issuers, but virtually no improvement in the number of certificates valid for local intranet names.
To understand the situation more precisely, we need to figure out how violations correlate with certificate issuers. Unfortunately, certificate issuance policies are far from consistent over time, even for a given CA. Thus, we extend our analysis to automatically derive per-issuer templates that characterize groups of certificates issued under a common policy, allowing us to measure compliance violations on a per-template basis. Grouping certificates into clusters enables us to see patterns and to identify specific templates in what is otherwise a big pile of fairly amorphous data.
The correlation between templates and violations not only allows us to better evaluate CAs with respect to compliance, but it also offers a new mechanism for determining whether a certificate seen for the first time matches an expected template with known compliance characteristics. So, for instance, if a new certificate appears for a given CA that has similar features to an existing cluster from this CA, and all other certificates in this cluster have a low level of compliance violations, then one might conclude that the new certificate is likely trustworthy. Conversely, a certificate that completely stands out, or matches a cluster of poor compliance behavior, might arouse suspicion. Hence, the clustering may also serve as a basis for policy enforcement. Furthermore, our experience is that a suitable visualization tool that factors in compliance violations is critical to understanding the current state of the Web PKI.
There have been a number of previous measurements of the deployment of TLS on the Web, both in terms of certificate quality and supported TLS cipher suites and extensions [11] - [16] . In particular, these studies have identified specific problematic certificates [17] , [18] and quantified interesting patterns [12] - [17] . In this paper we aim to go beyond those previous studies by providing a detailed analysis of compliance with specific guidelines, and also in the development of particular analysis and visualization methods. We focus on only publicly trusted certificates and evaluate them under criteria adopted by all major root programs, thereby eliminating self-signed certificates from our dataset while ensuring that all uncovered violations are significant. When relevant, we compare the very recent results of Durumeric et al. [16] with our own, as they cover a similar time period, although the studies were carried out independently.
In summary, the contributions of this paper are:
• a principled, large-scale analysis of compliance with the CA/Browser Forum's guidelines over time;
• a new mechanism to automatically extract and validate templates that characterize certificate issuance policies;
• a compliance analysis and visualization tool for the inferred templates;
• the discovery, driven by policy violations reported by our tool, of exploitable vulnerabilities in some CA templates and certificate validation libraries.
The remainder of this paper is organized as follows: we first summarize the CA/Browser Forum guidelines applicable to this work in Section II. Section III describes how we collected the certificates for the study. Section IV presents our global compliance statistics and discusses the trends and impact of important violations. We detail our new templateoriented clustering method in Section V and discuss its results in Section VI. Finally, Section VII concludes and summarizes our findings.
II. GUIDELINES AND REQUIREMENTS
While the Web PKI presents users with a binary trust decision on the trustworthiness of certificates, the various issuance authorization processes entail significantly different levels of trust. A first step to address this issue was taken in 2010 with the adoption of the Extended Validation (EV) guidelines [19] and the implementation into Web browsers of a clear visual indication of the subject's verified identity for such high-trust certificates.
However, outside of EV certificates, there has historically existed considerable freedom in the way CAs managed and issued certificates. In the extreme case, some CAs made a business practice of selling intermediate authority certificates specifically intended for wiretapping encrypted connections [20] . An entity holding such a certificate, working with a transparent proxy, can sign certificates for arbitrary Internet entities that will be accepted by clients of the proxy, thereby subverting the normal function of the CA hierarchy.
Thus, it became apparent that stronger guidelines were required to maintain the sustainability of the growing PKI. In response, the CA/Browser Forum adopted the "Baseline Requirements for the Issuance and Management of Policy-Trusted Certificates" [21] , a common standard applicable to all certification authorities that are trusted by major browsers. These guidelines make considerable strides toward regularizing certification practices. With respect to issued certificates, they provide significantly tighter constraints on cryptographic strength, certificate usage, revocation information, and signature authority among other things.
Yet, the baseline requirements remain a compromise between security and the continuation of existing business practices. For instance, while certificates issued to local names or IP addresses offer no authentication because they can be moved from one local network to another, they are still allowed until October 2016. Similarly, there is as of yet no effective control over which names an intermediate CA can certify, thus increasing the potential for man-in-the-middle attacks whether well-intentioned or otherwise.
Today, publicly trusted CAs must comply with the following standards:
1) RFC 5280 [22] , which describes the X.509 format as well as specific requirements about some certificate fields and extensions; 2) the rules of the Root Program where their root certificates will be installed: both the Microsoft [23] and Mozilla [24] Since inclusion in root programs depend on the above audit criteria, we expect that all certificates issued after July 1st, 2012 (the effective date set by the CA/Browser Forum) should follow the baseline requirements, as well as the EV guidelines for extended validation certificates. There have been several revisions of the baseline requirements; for our evaluation, we chose to always consider the least restrictive condition found in all published versions.
The baseline requirements cover a broad range of topics: warranties, liability, the application and verification process, the safekeeping and protection of records, delegation, etc. We focus on the requirements that can actually be verified by certificate inspection: subject identity and certificate contents ( [21] , Section 9), certificate extensions ( [21] , Appendix B), and cryptographic algorithm and key requirements ( [21] , Appendix A).
A. Identity Verification and Contents
While there is no visual browser clue to distinguish lowtrust and high-trust non-EV certificates, the CA/Browser profile requirements aim to allow clear identification of the issuer, subject, and issuance process of any certificate that the user may choose to inspect manually. Hence, there are distinctions on what information should appear in the issuer and subject of certificates based on the authorization method, as listed in Table I. Certificates issued without any verification of the subject's identity, based on control or ownership of domains and IP addresses listed in the Subject Alternative Name extension, may not include an organization nor any location field. Such certificates are often referred to as domain control validated, or simply domain validated.
Certificates for which the CA has conducted verification of the organization or individual identity may include an organization name, as well as any location information that was also verified. Such certificates are colloquially known as organization validated.
Finally, if the CA has conducted the extensive identity and incorporation verification process described in the EV guidelines [19] , among other technical requirements, it may issue an extended validation certificate which will cause browsers to display the subject's verified identity prominently.
Besides the fields listed in Table I , the subject may include a valid sequence of domain components, and arbitrary unverified values in the Organizational Unit field if they cannot be confused for a name, trademark, or address. Other fields may be included as long as their values are verified in the issuance process.
Finally, another concern with the certificate system stems from changes in subject identity or control over listed names and addresses after the certificate issuance. The only response to this issue is to restrict the maximum validity period of endpoint certificates to 5 years, a limit that will drop to 39 months on April 2015. EV certificates may not be valid for more than 27 months.
B. Cryptographic Requirements
The CA/Browser Forum allows RSA, DSA, and EC keys in certificates. RSA keys should be at least 2048 bits long, with three exceptions for 1024-bit keys: endpoint certificates that expire before 2014; intermediate CA certificates issued before 2011 and expiring before 2014; and root certificates issued before 2011 that directly sign endpoint certificates. CAs should also ensure that the modulus has no factors smaller than 752, is not a power of a prime, and is not known to be vulnerable (e.g., due to the Debian OpenSSL bug [27] ), and that the exponent is an odd number in the range [2 16 + 1, 2 256 − 1].
All DSA keys should be at least 2048 bits long with 224or 256-bits divisor. Furthermore, CAs must check the order of the generator and the representation of the public key of all certificates they sign.
Supported elliptic curves are NIST P-256, P-384, and P-521. CAs should use the partial or full ECC Public Key Validation Routine described in NIST SP 800-56A [28] to check the validity of public key from applicants. Supported digest algorithms are SHA-1, SHA-256, SHA-384, and SHA-512, with the exception of root certificates issued prior to 2011, which may be self-signed using MD5.
There is no requirement about the signature algorithm to use with RSA and EC keys but in most cases PKCS#1 v1.5 and ECDSA are used respectively.
Finally, serial numbers must be non-sequential and contain at least 20 bits of entropy.
C. Certificate Extensions
Depending on the intended use of the certificate (root, intermediate CA, or endpoint), the baseline requirements mandate different constraints on the extensions that they should include, as well as their semantics. Together, those checks aim to satisfy the following goals:
• enforce the ability to assess the precise issuance policy of every certificate in a trusted chain;
• facilitate the reconstruction of chains that are invalid or missing some intermediate CA certificates;
• ensure the ability to efficiently check the revocation status of every certificate in a trusted chain;
• prevent any attack resulting from variations in implementation or supported features of different certificate validation software.
Not all implementations of certificate chain validation fully support all standard extensions. For instance, the name constraints extension, which can restrict the namespace of domains that a CA can sign certificates for, is not yet supported in all browsers. To prevent such security-critical restrictions from being ignored because they are not implemented, a critical flag can mark extensions for which lack of support must cause rejection of the certificate chain.
The precise requirements for each certificate category are listed in Tables II, III, and IV. In addition, certificates should not include any extension, key usage or extended key usage flag that is not listed in the 
III. MEASURING THE CERTIFICATE ECOSYSTEM
In this section, we present the data collection and preprocessing steps for our study, and compare it with previous measurements. Given the distributed and evolving nature of the Web PKI, collection efforts limited to a single time period or locale are unlikely to yield a complete picture necessary for implementing needed changes. Instead, our goal is to develop a scalable infrastructure for investigating practices of individual CAs, not in the sense of a business entity, but as a single issuer of endpoint certificates, to better reflect delegation by means of intermediate authority certificates.
A. Data Collection
The most common ways of collecting certificates are exploration of the IPv4 address space (as conducted for the 2010 Electronic Frontier Foundation's SSL Observatory [18] , or with a fast scanner such as ZMap [29] ), crawling of a list of known websites (such as Alexa Top 1 Million [30] ), and gathering certificates used by a large set of users, either on their system or by inspecting live traffic on the network (e.g., the ICSI certificate notary [31] ).
We use the data collection methodology from Abadi et al. [17] , which is based on the combined crawl of the EFF's SSL Observatory IP addresses and the Alexa Top 1 Million websites. The total data set contains 8,349,808 unique certificates, but for our evaluation, we focus on the ones that are publicly trusted and issued in the two-year window before and after the effective date of the baseline requirements (July 1st, 2012), which amounts to 1,480,028 certificates. The last crawl for the data collection process occurred on July 31, 2013.
It is worth noting that the Alexa Top 1 Million list does not distinguish different subdomains of the same website: the only subdomain that we attempt to connect to is www, because it is almost universally used. We rely on the IP address crawl to capture other subdomains. Similarly, like previous measurements that rely on crawling of IPv4 addresses, we do not collect different certificates that are served on the same IP address based on the value of the server name indication (SNI) extension in the TLS handshake, except those that are used by websites in the Alexa list. For those, we can include the domain name in the SNI.
B. Path Reconstruction
During the data collection phase, we store all the certificates returned during the TLS handshake regardless of whether they form a valid or complete chain. Unlike most previous HTTPS measurements, we are interested only in the behavior of CAs but say nothing about how the issued certificates are being deployed in Web servers. Deployment statistics can be found in more general studies [12] , [13] .
After the certificates have been collected, we completely recreate the signature binary relation offline and store it along with path reconstruction information such as subject, issuer, and key identifiers (if present) in indexed SQL tables. As explained in Section II, the baseline requirements apply to chains rather than individual certificates. When evaluating a certificate, we consider all the valid paths to a root, and use several heuristics to select a path that uses the most recent version of each CA certificate. We observe that it is not uncommon to find different CA certificates that share the same key (and sometimes, the same subject name as well), with some versions showing better compliance, or signed with a stronger algorithm. Our reconstruction algorithms aims to ensure that we measure the most compliant chain that is possible to obtain from the different versions of root and intermediate CA certificates that have been distributed. Because the CA/B Forum guidelines surrounding certificate extensions are frequently violated, it is occasionally not obvious whether, for instance, a certificate was issued for CA or endpoint purposes. In order to decide which class of requirements should be enforced, we infer each collected certificate's type from its position in the reconstructed chain.
IV. GLOBAL EVALUATION
In this section, we evaluate the compliance with guidelines and requirements from Section II of each collected certificate along with its reconstructed trust chain. We present the clustering method and results in the next two sections. We consider the two one-year periods before and after July 1st 2012, the effective date of the baseline requirements. We harvested 809,425 publicly trusted certificates issued during the first period signed by 744 distinct intermediates, and 670,603 trusted certificates signed by 668 intermediates after the date.
Overall, in the year before the effective date, just 0.39% of issued certificates strictly adhered to all the baseline and extended validation guidelines. In the following year, that number rose to 0.73%, all of which are extended validation certificates. We now detail each category of violations and discuss their impact.
A. Names Violations
Our first evaluation covers the applicable names of certificates. A notable trend between the two evaluation periods is the increased number of names each certificate is valid for, which rose from 1.96 to 2.2 on average. The share of certificates containing distinct second-level domain names (i.e., a.x.com and b.y.net, but not a.x.com and b.x.net) grew from 52% to 56%. We further discuss this observation in Section VI. In terms of violations, we find that the proportion of certificates that lack the required subject alternative names (SAN) extension decreased sharply from 28.09% to only 6.48%, as shown in Figure 2 . In parallel, the share of certificates that contain at list one wildcard name increased from 9.2% to 12.3%.
In Figure 2 , we also observe that close to 5% of Web certificates are valid for local names and IP addresses. Thus, intranet certificates still seem to constitute a large market for CAs, despite the fact that such certificates do not offer any authentication, as we previously mentioned. In fact, mixing Internet and local names is not technically considered a violation of the baseline requirements until 2016.
As for the other violations, we noticed some unusual name types (most often email addresses) in 0.4% of certificates, and Unicode names that were rejected by our Internationalized Domain Name (IDN) decoding library in 387 instances. The baseline requirements recommend checking for IDN names that may be used for phishing [32] (which is difficult to detect because of graphical similarities between some Unicode characters and letters of the Latin alphabet), but without further details we were not able to perform additional checks for this requirement.
B. Issuance and Subject Identity Violations
We now examine requirements related to the issuance process and subject identification. The market share of each validation process stayed relatively stable, from 48% domain validated, 48% organization validated, and 4% extended validation certificates to 49.2%, 46.6%, and 4.2%, respectively.
In Figure 3 , we observe significant improvements overall. Most notably, only 1.75% of recently issued certificates are year before. Second, the number of issued certificates valid for a duration longer than the CA/Browser Forum's limits also went down sharply. Overall, there is a clear positive trend towards better identification of the subject and issuer of a certificate. Confusion and phishing risks are also reduced by not including subject fields (such as an organization name) that are not verified as part of the issuance process. Unfortunately, these improvements do not directly benefit end users because of the lack of visual clues in browsers, except for extended validation certificates. We observe only a very small fraction of violations of the extended validation guidelines, as shown in Figure 4 , suggesting the concrete impact of standardized rules. In particular, all of the certificates that showed complete adherence with all applicable standards have been issued with extended validation.
C. Cryptographic Violations
In this section, we evaluate adherence to the cryptographic requirements described in Section II. Figure 5 shows the statistics of each violation. Among the certificates we collected, all but three use RSA for their public key, with an average modulus size increasing from 1921 to 2017 bits between the two time periods. While there are some elliptic curves certificates in use on the Web, for instance by Google, they are typically presented during a TLS handshake only if the initial client message demonstrates EC support. Out of the three DSA certificates from 2011-2012, two use a 1024-bit modulus, while the third has 512 bits. They are now expired and DSA doesn't seem to be used on the Web anymore.
In terms of key lengths, perhaps surprisingly, we find that the proportion of signed certificates with 1024-bit keys actually went up from 4.3% (plus 117 intermediate CAs) to 5.2% (plus 2 intermediate CAs) between the two periods. For endpoint and intermediate CA certificates, 1024-bit keys are allowed by the CA/Browser Forum if they expire before 2014. Checking this requirement, the percentage of violations among endpoint certificates is in fact going down slightly from 0.57% to 0.53%. Investigating further, we found that the main providers of 1024-bit keys (Google, Akamai, and Servision) are issuing only short lifespan certificates and seem to be in the process of moving to 2048-bit keys.
We did not find any endpoint certificate issued after July 1st, 2011 that was signed with MD5. Adoption of the SHA-2 family of hash functions also increased from 0.2% to 0.6% between the two evaluation periods, and we found no vulnerable key caused by the Debian OpenSSL bug [27] in publicly trusted certificates issued since 2012.
Low RSA exponents constitute a potential risk when the relying party fails to implement a correct validation of signatures formatted according to the PKCS#1 v1.5 standard [33] . Although the level of compliance with this requirement is already very high (exceeding 99.5%), it has improved only marginally over the observation period.
D. Extension Constraints
We now move to the violations of constraints on the extensions that a certificate should include (Tables II, III, and IV). Violations of this type are usually more security sensitive. In particular, because of the complexity and fragility of the requirements that govern the constraints in a certificate chain, not all popular libraries for certificate validation apply the necessary checks consistently and in full compliance with current standards. While major Web browsers generally behave adequately, a significant fraction of HTTPS requests are now performed by libraries as part of other programs. Such libraries are often much less scrutinized and they tend to rely on their underlying TLS libraries for certificate validation [4] . Conversely, TLS libraries may delegate too many checks to applications. For instance, all versions of GnuTLS ignore unsupported critical extensions. Even when such omissions are documented, it is not reasonable to expect application developers to validate anything besides the domain name correctly. Such misunderstandings between TLS libraries and applications are especially worrisome and deserve further investigation in future work.
Since the constraint requirements depend on the certificate type (root certificates, intermediate CA certificates, endpoint certificates), we discuss them separately below. 
1) Root Certificates:
We first look at violations in root certificates, shown in Figure 6 . Since a majority of the root certificates have been issued years before the baseline requirements went into effect, it is not surprising to find a large number of violations.
First, 29.6% (down from 31.6%) of chains either have invalid basic constraints in the root, or are missing basic constraints altogether. This extension is used to indicate whether the certificate has CA capabilities. If it does, it can further specify whether to restrict the maximum length of a valid chain rooted at this certificate, a feature known as path length constraint. The baseline requirements mandate this extension to be marked critical, with the effect of forcing any chain validation software to reject the certificate if it does not fully support the extension.
Including a path length limit in a root certificate is considered a violation by the CA/Browser Forum, which we found in 2% of chains (up from 1.1%). The rationale for this requirement is not given and, indeed, not clear: while most roots are expected to only ever sign intermediate CA certificates offline, limiting the path length to 0 is certainly a good idea for the six remaining roots that issue endpoint certificates.
Second, almost half (44.7%, down from 46.9%) of the root certificates do not include the key usage extension. This extension restricts how the certificate may be used to a subset of predetermined purposes, the most common being digital signature, non-repudiation, key encipherment, data encipherment, key agreement, certificate signing, and CRL signing. For HTTPS over TLS, digital signature and key encipherment flags are sufficient. If no key usage extension is present, the certificate is valid for all purposes.
Because key usages are limited to a fixed set of values, the extended key usage extension can enable additional purposes, indicated by an arbitrary number of custom Object Identifiers (OID). For instance, code-signing certificates attached to signed Java and Windows programs must include specific OIDs in addition to the digital signature key usage. About 2.5% (down from 4.6%) of chains violate the requirement not to include the extended key usage extension in a root certificate.
The justification for this requirement follows from the semantics of this extension, which are drastically different from key usage because they affect other certificates in the chain. First, for an extended key usage to apply to a certificate, it must appear in the metadata of the root certificate of its chain, as set by the root program manager. Hence, both Mozilla and Microsoft include with each root certificate a list of extended usages they are valid for, such as S/MIME, code signing, or document signing. Then, any certificate on a trusted chain that contains this extension restricts the set of possible extended usages of all its descendants to be a subset of the ones listed in its extended key usage extension if the field is present. A side effect of this enforcement algorithm is that the leaf of a chain where this extension never appears inherits all extended key usages from its root.
The large number of root certificates that have violations on basic constraints, path length constraints, and key usage extensions leads to a surprising observation: several of the trusted roots are actually not valid for CA purposes according to RFC 5820. This fact means that chain validation software must implement exceptions for accepting root certificates that are sometimes missing the basic constraints or key usage extensions altogether. There are means of correcting this situation, as it is in fact possible to "update" a root certificate while keeping the same key, a procedure used no less than three times on a major Verisign root certificate since 1999.
2) Intermediate CA Certificates: For intermediate CA certificates, the overall situation is more reassuring, as shown in Figure 7 . All instances of basic constraints and invalid key usage are due to the extensions not being marked critical as required.
While these results may appear good, the main cause for the low number of violations is the lack of sufficiently strict requirements for intermediate certificates. While RFC 5820 requires that CA certificates have the key usage extension, the baseline requirements do not recommend adding extended key usage restrictions in intermediate CA certificates. Since public CAs mostly sign certificates for use on Web servers, there is no harm in adding an extended key usage restriction containing only the necessary "client authentication" and "server authentication" usages in an intermediate CA certificate, and it can prevent accidental usages being enabled on endpoint certificates that are missing the extended key usage extension.
Finally, RFC 5280 provides two mechanisms for specifying whether a certificate can be used as an intermediate: the basic constraints extension, which must be present and have the CA bit asserted, and the key usage extension that, if present, must include the keyCertSign bit. Current versions of OpenSSL (1.0.1e, as well as the development branch, 1.0.2) accept a certificate as a valid intermediate on the basis of the key usage extension alone if the basic constraints extension is missing [34] . Issuers that deviate from the baseline requirements by not including the basic constraints extension run the risk of accidentally creating a certificate endowed with the signing power when interpreted by OpenSSL if the certificate includes the key usage extension asserting the keyCertSign bit.
3) Endpoint Certificates: Moving on to endpoint certificates in Figure 8 , we find that the most striking violation for endpoint certificates is the presence of the CA bit. Although only a small fraction (1.4%, all issued before July 2012) of endpoint certificates have this violation, the corresponding Web servers holding the private keys could use their certificates as a CA and sign arbitrary trusted certificates.
This violation is especially worrisome considering that, in In addition, some of these endpoint certificates with CA capabilities do not include the key usage extension, although it is not mandated by the baseline requirements. Fortunately, the intermediate issuer of these certificates had a path length constraint of 0 in its critical basic constraints extension, which should prevent any malicious use in compliant X.509 implementations. Yet, this safeguard is not required by the CA/Browser Forum, and we found evidence of incorrect chain validation implementations. Thus, the violation statistics support the need for stronger intermediate CA certificates constraints. Furthermore, we found that the GnuTLS library prior to version 3.0, still in common use today, ignore the path length extension in validating certificate chains. Thus, while limiting the path length to 0 for issuing intermediates is a good defense in depth, it may not prevent exploitation of rogue CA certificates in all clients.
We also found a non-negligible fraction of violations related to the extended key usage extension. For endpoint certificates, the use of additional extended key usages is not recommended by the baseline requirements, except in a few cases (e.g., for Server Gated Cryptography, an obsolete cryptographic enhancement standard used to bypass US export restrictions on strong cryptography in the 1990s). More importantly, we found 2064 Web certificates that were explicitly valid for code signing, and 3917 certificates that wrongly include the special "Any Key Usage" OID. However, it is not clear what software actually honors this value for extra purposes.
We also observed that around 1% of currently valid certificates are missing the extended key usage extension altogether. This violation is serious because, as explained previously, if the extended key usage extension never appears in a trusted chain, the endpoint certificate inherits all extended key usages from the metadata of the root certificate of the chain, potentially making the certificate valid for S/MIME, code signing, document signing, network authentication, etc. Thus, it is essential for security to include this extension, and we advocate to also add it to intermediate CA certificates that only issue Web certificates as an extra safeguard, even though this is not permitted by the CA/Browser baseline requirements. 
4) Revocation Violations:
We further examine violations of the extension requirements related to revocation (Tables II and III) in Figure 9 . Revocation availability is an area that shows significant improvement. We observe a dramatic decrease of violations, in particular, much broader availability of the Online Certificate Status Protocol (OCSP), from 79% of certificates to 98.7%. OCSP has an important advantage over revocation lists: it forces CAs to record the serial numbers of certificates they have issued, and the OCSP server may only indicate that a given serial number is valid if it appears in the CA's records. Furthermore, the use of OCSP stapling [36] can improve latency caused by revocation checking. Overall, the total number of certificates for which we were not able to check the revocation status by any means went down from 439 to 176, from 13 different issuers (a value consistent with [16] ). 
5) Path Reconstruction Violations:
We now examine the set of requirements meant to facilitate path reconstruction. We also observe quite a bit of improvements in this area comparing the two periods. In Figure 10 , we show violations in three extensions that can help chain reconstruction: subject key identifier (SKI), authority key identifier (AKI), and authority information access (AIA). The AIA extension should contain two URIs: the issuer's OCSP responder and the authority certificate (AC) file in case it is missing from the presented TLS chain and not available on the system, in particular when updates to CA certificates cause subject and issuer name mismatches. SKI contains a unique identifier for the embedded public key (usually, it is the SHA-1 digest of the raw RSA modulus), and AKI should contain the same value as the issuer's SKI. These extensions can speed up chain reconstruction by storing an index of their values along with root and intermediate certificates.
V. TEMPLATE-LEVEL ANALYSIS
The individual chain violation statistics from Section IV present two major limitations: 1) They do not yield any insight on the individual practices of each certificate issuer. While we obtain statistics on the mass of all certificates, we also need an automatic method to provide a global picture of where the major vulnerabilities originate, and who is responsible for fixing them. 2) Their level of granularity does not enable a systemic evaluation of the CA infrastructure. It is common practice for a CA to delegate its signature power to a third-party organization by issuing it an intermediate CA certificate. Such delegated authorities are supposed to follow the same constraints as root authorities. We found at least 634 intermediate certificates that were used to sign at least one certificate since July 1st, 2012. For instance, the GTE CyberTrust Global Root, operated by Verizon, signs no less than 40 intermediates, all but 3 of which are managed by other organizations. A challenging issue for our analysis is to measure the difference in compliance of third-party delegated authorities compared to the root operators.
In this section, we present a new analysis method based on the simple idea that many of the baseline requirements apply to CA profiles rather than to individual certificates.
A. Template Clustering
Virtually all CAs use issuance profiles to sign endpoint certificates, which include information such as the format and entropy source of serial numbers, the fields in the X.500 subject name, the allowed validity periods, the signature algorithm, and the set of X.509 extensions that will appear in certificates issued with that profile. This information normally appears in the CA's Certificate Policy Statement (CPS). As a general rule, different profiles are used depending on the certificate purpose and validation method. For instance, all endpoint certificates must include an HTTP URI pointing to its issuer's Certificate Revocation List (CRL) in the CRL Distribution Points extension; if a profile includes this extension, this requirement will be met by all certificates issued with this template.
Since the CPS format is not usually machine readable, we aim to reconstruct profile information by running a clustering algorithm over certificates represented as vectors of features. We pursue two separate goals in applying clustering to the set of certificates. First, by grouping together certificates issued by similar processes, we reduce the complexity of the certificate universe and allow manual inspection of characteristic representatives, thereby addressing the first challenge. Second, we can compare the guideline violations found in each cluster, allowing us to measure differences in compliance between CAs and their third-party delegated intermediate authorities, as well as among each other, thus addressing the second challenge.
B. The Clustering Algorithm
In order to apply a clustering algorithm, we choose a distance measure over vectors of features extracted from certificates. The distance between two certificates is defined as a weighted sum of distances between corresponding features. The relevant features can be numerical (e.g., the certificate's validity period), categorical (e.g., the signature algorithm), and attribute sets (e.g., extensions). For each class of features we define a distance function: the L 1 metric for numerical features, the discrete metric for categorical features (i.e., d(x, y) = 1 iff x = y, 0 otherwise), and the Jaccard distance for sets (J(A, B) 
The weights are assigned to the features in accordance to their relative importance in evaluating certificate similarity: high-weight features should all have the same exact value within a given cluster (for instance, the CA bit), mediumweight features should have few variations, while low-weight features can have a broad range of values but are useful in evaluating the "tightness" of each cluster. The features for each weight class are given in Table V . We evaluate the quality and robustness of our selection of distance measures and feature weights by comparing it with other methods. Specifically, we tried: using the L 2 2 measure for numerical features; setting the weights uniformly; setting weights to be inversely proportional to the standard deviation of the corresponding feature (thus normalizing the relative contribution of each feature to the aggregate distance). For each choice of distance measures and feature weights, we compute the distribution of rule violations in the resulting clusters, and select the setting that produces the most bimodal distribution (while keeping the number of clusters constant). This procedure seeks to improve the predictive value of grouping by maximizing the number of clusters where certificates either all share a particular violation or none do. Yet, we found that none of our attempts to change the weights and distances improves the violation distribution significantly compared to our ad hoc weights in Table V and the L 1 metric.
The clustering procedure applies the k-medoid algorithm seeded with the k-means++ initialization step. The important guarantee of the k-medoid algorithm is that cluster centers (exemplars) are always members of the input dataset, which greatly facilitates subsequent analysis.
C. Cluster Evaluation
The clustering step aggregates CA profiles based on their similarity. After clustering, we perform the following evaluations for any cluster that generates template violations:
First, we perform the checks from Section II on the center of each cluster, and record any violations.
Second, for each certificate in the reported cluster with violations, we check a set of baseline requirements that apply to individual certificates rather than to templates, for example, the key size and validity period, the conformance of subject fields and subject alternative names, or the revocation status. This step collects statistics about such violations within each cluster. It provides useful feedback both about the quality of the cluster (e.g., if a large proportion of certificates are revoked, something may be wrong with the template) and about the relevance of the clustering (since we expect that for a given template, a given certificate-specific violation is either very frequent or very rare).
Finally, for each cluster with template-specific violations, we additionally examine the validity of certificate domains and the corresponding IP geolocations. In particular, we perform the following set of checks:
1) look up WHOIS information to compare the domain owner information with the subject fields, and the creation and expiration date of the domain and certificate; 2) resolve each listed domain name with DNS to ensure they are active and obtain their IP address; 3) check whether the IP address geolocation matches the country listed in the certificate; 4) check the revocation status of the certificate.
These additional examinations require network queries and cannot scale to millions of certificates. Thus, for each cluster, we randomly sample at most 1000 certificates on which to perform extended evaluation. Furthermore, the collected information is not always reliable. Still, we record the percentage of each violation along with the template-level violations for manual examination, as an additional source of feedback for our evaluation.
VI. CLUSTERING RESULTS AND DISCUSSIONS
We now present the results of running the analysis method described in Section V on certificates issued after the effective date of the baseline requirements. In §VI-A, we describe a visualization tool we designed to depict the results of our clustering analysis described above. In §VI-B, we investigate the relationship between the size of a CA and its level of compliance. In §VI-C, we investigate violations that can be detected with DNS queries for each domain name listed in a given certificate. In §VI-D, we highlight a new class of certificates used by content delivery networks. Finally, we show how to estimate the entropy of serial numbers in a given cluster in §VI-E.
A. Visualization of Results
Our clustering algorithm produced 571 clusters containing more than 5 certificates for the one-year period starting from July 1st, 2012. In order to present results in an intuitive, comprehensible format, we built a visualization tool that allows interactive exploration of the graph of certification authorities and template clusters. It implements the following features:
• search by CA name;
• detailed inspection of clusters, including the complete reconstructed template, the number of certificates, the average issuance date for the cluster, references to the center and a few sample certificates from the cluster, the set of violations for the center and the distribution of individual certificate violations from 1000 random certificates from the cluster; • filtering of clusters based on the presence of some violation; • assignment of custom scores to each template based on individual violation, and coloring of clusters based on the total score of their template and individual violations. Figure 11 demonstrates the interface of our visualization tool. Each node of the depicted graph corresponds to either a CA certificate, if the node has an outline circle, or a cluster otherwise. This graph consists of a forest of disconnected trees where roots, leaves, and connecting nodes respectively correspond to root certificates, clusters, and intermediate CA certificates, while edges denote the signature relation between them. The area of a node is proportional to the sum of the sizes of clusters that are reachable from this node in the graph. Labels denote either the name of root and intermediate CA nodes, or the normalized average distance to the center of cluster nodes. The left panel offers an interface for certificate searching and cluster inspection, currently showing the search results for "DFN-Verein PCA Global -G01", a German CA marked by an arrow on the right side of the figure. While this CA is used in a small number of chains (as indicated by the size of its node), it signs a very large number of intermediate CA certificates (the connected nodes laid out in concentric circles). We further discuss delegation questions in §VI-B.
Our visualization tool also allows us to zoom in and examine the detailed connections between roots and CAs. Figure 12 shows an example. Here, the root "Entrust.net Certification Authority (2048)" delegates to six CAs, the largest one being "Entrust Certification Authority -L1C". The certificates issued by this large intermediate CA fall into eight clusters. Upon closer examination (not reflected in the figure) the tool shows that the templates derived from each of these eight clusters indeed have slight differences. With this tool, we can conveniently examine the structure of the clusters and the details of individual CAs and certificates.
Since the identity of the parent CA is a high-weight feature for input, the clustering process naturally factors in the structure of CA hierarchies. However, this feature is not a dominant factor in clustering as we also have many other features about certificate contents (Table V) . Still, among our clustering results, we did not observe any cluster spanning across different CAs, suggesting that different CAs may indeed not share the exact same templates. Using the clustering results, we proceed to derive a certificate template for each cluster. Table VI shows an example reconstructed template for the most commonly issued Verisign certificates.
In order to evaluate the relevance of our clustering, we compare the template violations (which directly depend on our clustering features) with the individual certificate violations that we observe on samples from the cluster. In validation of our approach, we find that the affinity to the same cluster is strongly correlated with template violations. In particular, across all clusters with more than 5 certificates, for all rules, in more than 94.5% of instances the fraction of rule violations within a cluster is either all or nothing.
We assign scores to each type of violation based on its likely impact, which we can use to better visualize overall compliance. For instance, missing the CRL distribution points extension is a significant template violation, while listing an expired domain in the subject alternative names is a significant certificate violation. We can then color clusters based on their total template and individual certificate scores. We show the results of this evaluation in Figure 13 ; the size of small cluster nodes is artificially increased to improve visibility. With our DFN-Verein PCA Global -G01 importance-directed choice of weights, the score correlation between template and individual certificate violations reach 25% on clusters containing more than 50 certificates.
In addition to the global evaluation of the Web PKI, our method could also be used by certificate chain validation software to implement additional checks in high security systems. The clustering information for the entire Web PKI fits in less than a megabyte, and can thus be distributed to clients. Given a certificate, it is easy to find the nearest cluster by comparing the distances with each cluster center of the certificate's issuer. If the distance is too large, or if unusual violations are found, the certificate can be flagged for manual inspection by either by the user or a network administrator. In particular, some of the violations we found have already prompted changes in the validation process in Windows in order to reject certificates that were issued for the Web when used for signing code.
B. Does Size Matter?
Currently the Web PKI has a high degree of concentration: very few CAs issue the vast majority of new certificates, and there is a long tail of smaller authorities. Figure 14 plots the number of certificates signed by each CA in decreasing order (the bold line represents the most recent time period). The top 100 intermediates cover about 98.5% of all certificates for both periods. Thus, the removal of the least used 85% intermediates would impact only 1.5% of websites we connected to. Whether larger or smaller CAs do a better job policing their certificate issuance infrastructure is open for debate. We find evidence supporting two trends: more delegation is associated with a lesser degree of compliance, and smaller CAs (in particular, those controlled by government entities) tend to exhibit a higher level of violations.
For instance, the CA "DFN-Verein PCA Global -G01" (marked by the arrow in Figure 11 ) has a large number of intermediates (represented by connected circles) with high scores for both individual and template violations in their clusters. The numerous intermediates correspond to authorities signed to German universities and academic institutions. All together, they represent close to a third of all issuing intermediates, for a total of fewer than 2000 certificates per year.
While the growth of the number of trusted roots is slowing down, as shown in Figure 15 , it appears that continued operation of smaller CAs is holding back improvement in the compliance rate. Even very compliant root authorities may use a few templates with high violation scores, indicated by dark dots in Figure 13 . In some cases, we found obvious mistakes in templates that prompted us to notify the affected CAs directly.
C. DNS Analysis
For individual certificate violations, we perform additional checks that require network queries, as described in §V-C. A DNS query for the Start of Authority (SOA) record of each listed origin allows quick identification of expired domains, and determining whether the origins are served by different DNS servers. Resolving the IP addresses of each domain allows us to check if the server's location matches the subject country listed in the certificate.
For small sample sets, we also look up WHOIS information from the domain registrar, and compare it with the certificate's subject. More importantly, we can detect certificates whose issuance date precedes the entry's creation date, a sign that the owner of one of the applicable domains may have changed. The CA/Browser Forum Requirements mandate control verification of the listed names and IP addresses only at the time of issuance of a certificate, and revocation by the CA when it is explicitly informed that the subject no longer holds control over one of the listed names.
When considering certificates issued after the effective date of the baseline requirements, we find some clusters of domainvalidated certificates with over 17% of expired certificates. Our samples also suggest that about 0.5% of certificates valid for two or more years issued in 2011 are for domains that have changed ownership, and we have found a few instances of certificates issued to the new owner. Lingering certificates after a change of domain owner are a major security threat, as they can be used for man-in-the-middle attacks. Public logs of all certificates issued by trusted CAs [5] provide a solution to this problem; however, they are not deployed on a global scale yet.
With the low price of domain validated certificates (comparable to domain registration fees), name squatters may be able to resell their certificates to hackers after selling corresponding domains. Limiting the validity period of a domain-validated certificate to at most the closest expiration date of all the applicable domain names could help mitigate this risk.
D. Content Distribution Networks
We also found large clusters associated with Content Delivery Networks (CDNs) that showed unusual characteristics.
For example, a large CDN cluster associated with GlobalSign OV CA has 2282 certificates, which all use the official policy identifier for organization validated certificates promoted by the CA/Browser Forum in the Baseline Requirements, namely, 2.23.140.1.2.2. These certificates are issued to CloudFlare, Inc. by the GlobalSign Organization Validation CA. Despite their validity period between 4 and 5 years, we found they are being replaced very often.
A CDN is a worldwide distributed network of proxy servers used to speed up access to websites and mitigate denial of service attacks. Some CDN providers offer TLS encryption between clients and their proxy servers (also called points of presence, PoPs). The certificate used for the TLS service can either be provided by the website owner or obtained by the CDN provider from a partner CA. In the latter case, the issuance process is based on DNS delegation to the CDN, without further authorization from the domain owner. However, because PoPs are shared by many customer websites of the CDN, each such certificate is valid for a large set of unrelated domains, which can change frequently. We observe that such promiscuous certificates present several weaknesses.
First, there is no guarantee that the connection between the CDN's PoP and the website's backend server is also encrypted. The absence of encryption is particularly problematic when PoPs are near users but far from backend servers, so communication with those servers may be at higher risk of monitoring. Second, we consider that the CDN is acting as CA by proxy, and the details of the issuance process are not reflected in the certificate's issuance policy. Third, despite the high turnover rate of promiscuous certificates, each time an updated certificate is signed, its previous version is not revoked by the CA. Worse, many domain that are no longer using the CDN service are still listed in promiscuous certificates, sometimes months after the termination of service. We argue that this form of operation should be more strongly regulated, considering the large number of private keys and the delegated signature power granted to CDNs.
E. Entropy Estimation
For a given template, we can also try to estimate whether certificates include the mandatory 20 bits of entropy in serial numbers. This requirement is a cost-effective defense mechanism against collision-finding attacks. Security of X.509 certificates depends critically on the collision-resistance property of the underlying hash function. Collision-resistance of some hash functions (most notably, MD4 and MD5) is manifestly broken, and there are credible cryptanalytic attacks against several others (SHA-1 and GOST 34.11-94).
The most serious scenario of a breach of PKI that relies on attacking the hash function has been described by Stevens et al. [37] and deployed in the wild by authors of the Flame malware [1] . In this scenario the attacker submits its certificate request to the CA, and upon obtaining the certificate, replaces its content with another certificate with the same hash. Current technology for forging hash function collisions depends on the attacker's ability to predict or control the initial part of the legitimate certificate. Proactive countermeasures against possible breaches of collision-resistance require CAs to randomize the certificate by generating its serial number (or a portion thereof) at random or by adding randomness to its subject field.
In order to validate compliance with this requirement, we developed an entropy-estimation procedure and apply it at the cluster level. This procedure can produce an upper bound on the entropy, since the CA may, for instance, use a pseudo-random function expanding a predictable sequence of inputs (a counter or a timestamp) into a random-looking series. We obtain the estimate by collecting other certificates issued by the same CA, and approximating the average conditional entropy of a single certificate from that list, given all other certificates. Concretely, let the sorted list of serial numbers extracted from certificates issued by the CA be S 1 , . . . , S n . The list is sorted according to the certificate's issuance date. For each serial number S i , we use as an approximation for the S i 's conditional entropy the difference between the compressed length of S 1 | . . . |S n and S 1 | . . . |S i−1 |S i+1 | . . . |S n . The procedure is quite effective in identifying instances where the nominal length of the serial number exceeds its entropy content. Consider the following example of a list of serial numbers:
The length of the serial number field is 10 bytes, while our estimate of the conditional entropy is approximately 50 bits per serial number. We run this algorithm on the concatenation of all serial numbers from the cluster to estimate their individual entropy.
We incorporate the results of this evaluation as a template violation if the estimated entropy is less than 20 bits; it was triggered on 2.1% of all clusters, while another 6% had between 20 and 24 bits of entropy in the serial number. For comparison, the serial number of the certificate used for the Flame collision employed a format similar to the one listed above, so it is not clear that 24 bits constitute a sufficient requirement.
VII. CONCLUSION
In this paper, we have shown considerable evidence that the gap between the PKI guidelines enumerated by the CA/Browser Forum and what exists in practice is in fact shrinking over time. However, these improvements are far from uniform, and in some cases compliance failures raise significant security concerns. Moreover, we point out several instances where the guidelines could be made stronger with significant benefit and little added cost, such as requiring path length and extended key usage constraints in intermediate CAs that sign endpoint certificates.
Our results suggest two important trends with respect to compliance. The majority of larger commercial CAs tends to show adequate adherence to the standards, whereas compliance violations tend to increase with the frequency and depth of authority delegation and the variety of issuance policies exhibited by a given CA. On the other hand, a large number of small corporate and government-operated CAs also show poor compliance.
Finally, we demonstrate and validate a clustering mechanism over collections of certificates that automatically derives templates describing CA behavior. These templates mirror the issuance policy under which certificates were signed, and we use them to drive a visualization interface that can represent the entire publicly visible Web PKI filtered according to specific violations and overall compliance.
We believe our work demonstrates the viability and value of large-scale monitoring of the practices of certification authorities. Beyond our specific results, our study presents a powerful methodology for certificate data analysis on a global scale. Monitoring of this form should be valuable on an on-going basis, both for tracking the adoption of guidelines and more broadly for assessing the health of the Web PKI and identifying specific problems. Our methods not only offer a practical way to keep track of the status of the CA system and discover problems before they are exploited for attacks, but also suggest new signals for evaluating certificate trustworthiness in chain validation software, which we plan to explore in future work.
